»OpenDNS*“ interneto turinio filtravimo sprendimas - tévy kontrolés priemoné

»,OpenDNS“ —tai paprastas ir nemokamas interneto turinio filtravimo sprendimas namy vartotojams. éj
sprendima galima naudoti praktiSkai visuose, prie interneto prisijungti galinCiuose jrenginiuose:
kompiuteriuose, mobiliuosiuose jrenginiuose, marSrutizatoriuose, DNS (angl. Domain Name System)
serveriuose. Taip pat jis veikia visy pagrindiniy operaciniy sistemy (Windows, Linux, Mac OS) aplinkoje.
Naudojant ,,OpenDNS®, vartotojy jrenginiuose nereikia diegti jokios papildomos programinés jrangos, tik
pakeisti juose DNS nustatymus, o visas interneto turinio filtry konfigravimas atliekamas specialiai tam
skirtame tinklalapyje www.opendns.com.

Paskyros suktrimas ir konfigliravimas

Norint pradéti naudotis ,,OpenDNS* tévy kontrolés priemone, pirmiausia reikia susikurti paskyrg
tinklalapyje www.opendns.com. Atsidare tinklalapj, kairéje puséje pasirenkame ,,Home Parental Control“
ir apacioje spaudziame ,,Learn More*. Galimi du tévy kontrolés paskyros tipai (1 pav.):

¢ ,OpenDNSHome“ — nemokama paskyra, suteikianti galimybe koreguoti interneto turinio filtravimo
nustatymus, naudotis statistikos rinkimo galimybe ir apsauga nuo ,,Phishing” ir kenkéjiSkos programinés
jrangos atakuy.

¢ ,,OpenDNSFamilyShield“ — nemokama paskyra, automatiskai sukonfiglruota blokuoti suaugusiems
skirtg turinj.

OPENDNS OPENDNS
FAMILY SHIELD HOME
Faster, more reliable home Internet
Built-in protection for malicious phishing
Parental controls that protect every device in
your hame, instantly
Customizable content filtering Pre-configured to block adult content
Free email support
Price FREE FREE

SETUP GUIDE SIGN UP

1 pav. Du galimi ,,OpenDNS*“ tévy kontrolés paskyros tipai

Pastaba: ,,OpenDNS“ mokamos versijos nebéra. ,,Cisco” iSskyré ,,OpenDNS“ kaip nemokamag produktg ,
o mokamus variantus paliko ,,Cisco” platformoje.


http://www.opendns.com/

Kadangi ,,OpenDNS Home“ paskyra turi galimybe keisti filtravimo nustatymus ir yra nemokama, toliau
nagrinésime butent Sig paskyra.

Pasirinke paskyra, spaudziame ,,Sign up®. Pasirodziusioje registracijos formoje reikia jvesti galiojantj el.
pasto adresg, kuriuo bus atsiysta registracijos aktyvavimo nuoroda, pasirinkti Salj, ir jvesti savo sukrutg
slaptazod,|.

Uzpildzius registracijos forma, reikia pasirinkti jrenginj, kuriame bus naudojama ,,OpenDNS* tévy
kontrolés priemoné, ir operacine sistema (jei tai bus kompiuteris ar DNS serveris) arba jrenginio model;
(jei tai bus marsrutizatorius) (2. pav.). Namy vartotojams rekomenduojama rinktis marsrutizatoriy (jei toks
yra), nes taip yra lengviau uztikrinti filtravimo priemonés sauguma.

Be to, marSrutizatoriuje jdiegtas ,,OpenDNS“ sprendimas leidzia uztikrinti interneto turinio kontrole
visiems lokalaus tinklo naudotojams vienu metu. Nesvarbu, koks tai jrenginys ir kokiu badu, belaidziu ar
laidiniu, jis yra prisijunges prie marSrutizatoriaus.
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2 pav. Jrenginio, kuriame bus naudojama ,,OpenDNS“ tévy kontrolés priemoné, pasirinkimas



Jrenginiy konfiglravimas yra labai paprastas. Reikia pakeisti marsSrutizatoriaus ar kito jrenginio, kuriame
norite naudoti §j interneto turinio filtravimo sprendima, DNS adresus j ,,OpenDNS* adresus. Siuos adresus
galima rasti tinklalapyje https://www.opendns.com/setupguide/

Diegimo j instrukcijas skirtingiems marsSrutizatoriams nuoroda : https://support.opendns.com/hc/en-
us/sections/206253667-Individual-Router-Configurations

Pasirinkus norima jrenginj, pateikiamos detalios instrukcijos, kaip tinkamai atlikti jo nustatymus, t.y.
pakeisti DNS adresus.

Jeigu nustatymai atlikti teisingai, reikia prisijungti prie el. pasto ir aktyvuoti gauta nuoroda, kuri
automatiskai jus nukreips j ,,OpenDNS“ valdymo skyda (angl. — dashboard).

Prisijungus prie paskyros, pirmiausia reikés pridéti naudotojo tinklo ar jrenginio iSorinj IP adresa,
paspaudziant ,,Add a network® (3 pav.).

OpenDNS.com Dashboard Community

upenDNs dashboard

HOME | SIATS | SETTINGS | MYACCOUNT | SUPPORT | TELLAFRIEND |

Welcome SN it e sats:onne
Getting started with OpenDNS
It is important that you add a network in order to experience the full benefits of OpenDNS. A Add K
network may be a single IP address (static or dynamic) or a full range of IP addresses, depending a network
an the size of yaur network. Z
Support: Knowledae Base | CacheCheck | System Status | Forums News & Notes: OpenDNS Blog O
connect: [ @ B

The OpenDNS nameservers are 208.67.222.222 and 208.67.220.220.

Copyright & 2024 OpenDNS | Terms of Servics | Cisco Online Privacy Statement | Contact

3 pav. Tinklo sukidrimas
IP adreso nustatymas

Jei naudotojas jungiasi prie ,,OpenDNS*“ paskyros i$ to tinklo, kurj norés apsaugoti, sistema IP adresg
nustato pati. Naudotojui reikia tik patvirtinti paspaudziant mygtuka ,,Add this network® (4 pav.). Jei norite
pakeisti siilomg IP adresg j kitg, tiesiog iStrinkite sengjj ir vietoje jo jveskite naujgjj.

4 pav. Tinklo ar jrenginio, kuriame bus naudojama ,,OpenDNS* tévy kontrolés priemoné, IP adresas

OpenDNS.com Dashboard Community

OpenDNS .coues

. | MY.ACCOUNT. | SUPPORT | TELLAFRIEND. |
[ home | st SETTINGS "

Settings
Add a network
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Dynamic IP addresses

ADD THIS NETWORK

You don't have any networks yet— add one!

It Is Impartant that you add a network In order to experience the full benefits of OpenDNS. A
network may be a single IP address (static or dynamic) or a full range of IP addresses, depending
on the size of your network

Have a dynamic IP? Use our software to keep your account updated.

If yau are a home user, your current IP address is located in the upper-right when logged in to your
OpenDNS account. Most hame users have a dynamic IP acdress, meaning that it changes
oceasionally. Wa racommand that you usa our cllent-side softwara to keap your dynamic IP updated
for your network.


https://www.opendns.com/setupguide/
:%20https:/support.opendns.com/hc/en-us/sections/206253667-Individual-Router-Configurations
:%20https:/support.opendns.com/hc/en-us/sections/206253667-Individual-Router-Configurations

Jtraukus IP adresga, galima pereiti prie interneto turinio filtravimo nustatymuy.

Yra penki galimi interneto turinio filtravimo lygiai: aukStas — blokuojamos 27 tinklalapiy kategorijos,
vidutinis — blokuojama 14 kategorijy, Zzemas — blokuojamos 5 kategorijos. Taip pat yra lygis ,,custom®, kurj
naudotojas gali susikonfiglruoti pats i$ 60 tinklalapiy kategorijuy, ir lygis ,,none“, kuriame neblokuojama né

viena tinklalapiy kategorija (5 pav.).

to OpenDNS, domain blocking

may not work properly if the @® Custom Choose the categories you want to block.
?;LS:I—E:ES;?ﬁZ.iS in your (J Academic Fraud (J Adult Themes (J Advertisements
) O Adware [(J  Alcohol O Anime/Manga/Webcomic

g:jt;t?\:g::: it would be (J Auctions (J  Automotive O Blogs

blocked, and why. O Business Services O chat O Classifieds
ad Dating O Drugs O Ecommerce/Shopping
() Educational Institutions O File Storage (J Financial Institutions
ad Forums/Message boards O Gambling (J Games
D German Youth Protection [J Government O Hate/Discrimination
(J Health and Fitness O Humor O 1nstant Messaging
O Jobs/Employment O Lingerie/Bikini O Movies
O Music ad News/Media (J non-Profits
O Nudity O p2p/File sharing (J Parked Domains
[J photo Sharing J Podcasts (J Ppolitics
Pornography O Portals Proxy/Anonymizer
(J Radio O Religious O Research/Reference
() search Engines Sexuality [J social Networking
(J softwa re/Technaology O Sports Tasteless
O Television O Tobacco O Travel
(J video Sharing (J visual Search Engines O Weapons
O web Spam O webmail

5 pav. Interneto turinio filtravimo kategorijos

Jei pasirinkus tam tikrg interneto turinio filtravimo lygj blokuojami ne visi norimi tinklalapiai ar blokuojama

Looking for security categories?

per daug, galite tuos tinklalapius jradyti skiltyje ,,Manage individual domains“ kaip leidziamus arba
draudziamus, t.y. sudaryti ,baltuosius” ir ,juoduosius® sgrasus (6 pav.). JraSote tinklalapio pavadinima j

laukelj, pasirenkate ,visada blokuoti“ ar ,visada leisti® ir spaudziate ,,Add domain®.



Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed) regardless
of the categories blocked above, you can add them below.

Always block v [ I

ADD DOMAIN

6 pav. Leidziamy ir draudziamy tinklalapiy sarasai

Bandant atverti draudziama tinklalapj, pasirodys jspéjamasis langas, kuriame bus praneSama, kad Sis
tinklalapis yra draudziamas (9 pav.)

This domain is blocked due to content filtering.

mangafox. me

Site blocked mangafox me is not allowed on this network

This site was calzgorized in: Anime/Manga/Webcomic, Adult Themes
Diagnostic Info -
IP Address: 202.80.212.202
Server: hkg1s

Pref Flags:
Domain Tagging:

9. pav. PraneSimas, kad Sis tinklalapis yra neleistinas



Be interneto turinio filtravimo, ,,OpenDNS* taip pat sitlo ir saugumo nustatymus. Skyrelyje ,Security*,
einanCiame po interneto turinio filtravimo nustatymuy, galite aktyvuoti apsauga nuo kenkeéjiSkos
programinés jrangos, ,,phishing® atakuy ir dublikuoty, netikry tinklalapiu (7pav.).

Web Content Filtering SECUI'I'EV

Security

Customization Malware/Bothet Protection Enable basic malware/botnet protection

Stats and Logs When certain Internet-scale botnets are discovered or

Advanced Settings particularly malicious malware hits, we offer protection to all
our users so that as many people as possible can be
protected from the threat. At this time, this feature blocks
the Conficker virus and the Internet Explorer Zero Day
Exploit, and is continually expanded to include other types
of malicious sites.

Phishing Protection Enable phishing protection

By enabling phishing protection, you'll protect everyone on
your network from known phishing sites using the best data
available.

Suspicious Responses (J Block internal IP addresses
When enabled, DNS responses containing 1P addresses
listed in REC1918 will be filtered out. This helps to prevent
DNS Rebinding attacks. For example, if
badstuff.attacker.com points to 192.168.1.1, this option
would filter out that response.

The three blocks of 1P addresses filtered in responses are:

10.9.0.8 - 10.255.255.255 (16/8)
172.16.8.0 - 172.31.255.255 (172.16/12)
192.168.0.0 - 192.168.255.255 (192.168/16)

7 pav. ,,OpenDNS“ saugumo nustatymai

»Customization® skiltyje galima nustatyti kokij atvaizdg ir teksta vaizduot norint prisijungti prie draudziamo
tinklalapio (8 pav.)

Web Content Filtering Customization
Security
Customization Your Logo

Stats and Logs

Advanced Settings Upload an image: | Choose File | No file chosen

UPLOAD

Note: Image size must be less than 1MB. If the image is larger than 125 x 70 pixels, it will be
resized. All uploads will be converted to PNG. Only GIF, PNG and JPG file types are accepted.

®

OpenDNS

Preview

Block Page
When blocking content you can customize the message that users see when they visit a
blocked website. You can use the special keyword [DoMAIN] to insert the domain of the site
being blocked into your message.

@ No custom block page message

() Block page with vour messages



Skyrelyje ,,Stats and logs“ galima aktyvuoti statistikos rinkima. Aktyvavus §j nustatyma, visa statistika
pateikiama skyriuje ,Stats®. Jame galesite matyti, kiek uzklausy buvo iSsiysta, kiek ir kokiy tinklalapiy
aplankyta, kiek tinklalapiy uzblokuota (9 pav.). Statistikoje aptikus nepageidaujama tinklalapj, jj i$ karto
galima jtraukti j draudZiamy tinklalapiy sarasa.

View Stats for: [Personal Networks v
Total Requests Recent Activity (all your networks, last day)
Total Unique Domains
Unique IPs
Domains 6\
Blocked Domains 447;0
Request Types <G

Setyour time zone (newl)
You can now see stats
your time zone here.
This is your Dashboard
Every element on this page is

designed to give you a quick
snapshot look inta your DNS,

Dive deeper for customizable
charts, tables and raw data

Unique Domains Unique IPs

9 pav. Naudotojo interneto turinio statistika

»Advanced settings“ skiltyje (10 pav.) galima nustatyti ,SmartCache* funkcija, kuri iSsaugo tinklalapj
laikinojoje atmintyje, tam atvejui, jeigu tinklalapis tapty nepasiekiamas. ,,Dynamic IP update “ funkcija
aktyvuoja kintamojo IP adreso opcijg. Pvz: jeigu jusy IP adresas yra kintamas, filtravimo jrankis
automatiskai aptiks jisy naujajj IP adresa jeigu jusy kompiuteryje bus jdiegta ,,DNS update client”
programa.

Web Content Filtering Advanced Settings
Security
Customization

SmartCache
Stats and Logs

Advanced Settings

ess release.

Dynamic IP Update Enable dynamic IP update

By turning this on, you wi

APPLY

10 pav. ,Advanced settings“ skiltis



Bandant atverti draudziama tinklalapj, pasirodys jspéjamasis langas, kuriame bus praneSama, kad Sis
tinklalapis yra draudziamas (9 pav.)

This domain is blocked due to content filtering

mangafox.me

Site blocked mangafox me is not allowed on this network

his sile was categorized in: Anime/MangaMebcomic, Adult Themes

Diagnostic Info

IP Address: 20280.212202
Server: hkg15

Pref Flags:

Domain Tagging:

9. pav. PraneSimas, kad Sis tinklalapis yra neleistinas.

Jeigu tinklo ar jrenginio iSorinis IP adresas nepastovus (dinaminis), ir interneto paslaugy teikéjas jj gali bet
kada pakeisti, rekomenduojama vartotojo kompiuteryje jsidiegti ,, OpenDNS Updater®, kuris automatiskai
tikrina IP adresa. Siam pasikeitus, pakoreguojamas ir ,,OpenDNS Updater“ paskyroje nustatytas IP
adresas, kad apsauga veikty nepertraukiamai. Programa galima rasti ,Support® skyriuje (10 pav.).

SUPPORT

Troubleshooting Tools

See OpenDNS system status.
Use CacheCheck to see (and refresh) ghat's ur
cache,

Check a domain to see if it's blocked We
Filtering feature.

Download the OpenDNS Updater

We recommend that you use our client-side software
to keep your dynamic IP updated for your network.

‘,f"'ﬂ Windows Client “' Mac Client

10 pav. ,OpenDNS Updater”



»OpenDNS Updater” jdiegiama suvedus vartotojo duomenis (11 pav.)

OpEnDNS Sign In @ OpenDNS Updater

OpenDNS username or email: |

Sign in tﬂ DpenDNS Password:

Cancel

Email: | | | IP address

Password: | | Using OpenDNS?

Create a free account
Last updated

Update now
Forgot your password? Sign In Cancel

+ Send dynamic IP updates

11 pav. ,OpenDNS Updater” nustatymas Windows ir MacOS operacinése sistemose

Pasikeitus IP adresui programa pati turety jj aptikti ir perduoti sistemai. Taciau, jeigu del kazkokiy
priezgsCiy naujas IP adresas neperesikéle, visada galima atlikti ,Update now” opcija (12 pav.)

@ OpenDNS Updater
[} OpenDNS Updater v2.2.1 — O ¥
OpenDNS account
OpenDNS account Change account
Network to update
Network to update Change network
Home Change netwaork
IP address
IP address
2
- Using OpenDNS?
Using OpenDNS?
Yes
Last updated
Last updated Update now
Less than a minute ago. Update now
v Send dynamic IP updates
About this program Settings

12 pav. IP adreso atnaujinimas



»OpenDNS“ sprendimo naudotojai turéty atkreipti démesj j tai, kad norint uztikrinti tinkamag saugumo lygj,
reikia imtis papildomy priemoniy. Jei sprendimas naudojamas kompiuteryje, jame reikia sukurti atskirus
profilius kompiuterio naudotojams, apribojant galimybes keisti kompiuterio nustatymus - Siuo atveju DNS
jrasus. Jei ,,OpenDNS“ naudojamas marsrutizatoriuje, patj jrenginj reikéty apsaugoti slaptazodziu, kad
vaikai ar kiti pasSaliniai asmenys negalety prisijungti ir keisti marSrutizatoriaus nustatymuy.

Taip pat svarbu konfiguruojant ,,OpenDNS*“ visada blokuoti tinklalapiy kategorija ,,Proxy/Anonimyzer®, kuri
neleidZia naudotis ,,proxy“ serveriais ir anoniminiu narymu. Si tinklalapiy kategorija automatiskai
blokuojama jau nuo zemiausio interneto turinio blokavimo lygmens. TaCiau dalis ,,proxy“ serveriy vis tiek
blna pasiekiami.

Pastaba: Pakeitus interneto turinio filtravimo nustatymus, jy atsinaujinimo reikia gerokai palaukti, nors
teigiama, kad pakeitus nustatymus, jie atsinaujina per 3 minutes.



